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Answer ALL questions in the space provided. 

 

Scenario 

 

• ‘Travel Ease’ is a hospitality business. 

• It offers various services including lodging, food and transport. 

• The owner of ‘Travel Ease’ will soon open a new boutique hotel in Sliema. 

• He asked a network engineer to design the network for this new boutique hotel. 

 

Question 1 K-1 (4 marks) 

 

a) Define the term ‘network’. 

 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (1) 

 

b) State TWO purposes of a network. 

 

Purpose 1: ________________________________________________________________ 

_____________________________________________________________________ (0.5) 

Purpose 2: ________________________________________________________________ 

_____________________________________________________________________ (0.5) 

 

c) Outline ONE use of networks in hotels and ONE use of networks in aeroplanes. 

 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_______________________________________________________________________ (2) 
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Question 2 K-2 (4 marks) 

 

a) Name TWO different types of networks, apart from LAN and WAN. 

 

Network 1: ___________________________________________________________ (0.5) 

Network 2: ___________________________________________________________ (0.5) 

 

b) Outline LAN and WAN based on geographical area. 

 

Outline of LAN (Local Area Network): ____________________________________________ 

_________________________________________________________________________ 

_____________________________________________________________________ (0.5) 

Outline of WAN (Wide Area Network): ___________________________________________ 

_________________________________________________________________________ 

_____________________________________________________________________ (0.5) 

 

c) While discussing the network plan of the new boutique hotel with the director of ‘Travel Ease’, 

the network engineer mentioned the terms client-server and peer-to-peer network 

architectures. The director is not aware of the differences between these two architectures.  

 

Differentiate between client-server and peer-to-peer architectures with respect to network 

management and security.  

 

i. Differentiation with respect to Network Management: ___________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________

_________________________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (1) 

ii. Differentiation with respect to Security:  _____________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

 

This question continues on next page. 
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_________________________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (1) 

 

Question 3 K-6 (4 marks) 

 

• The network engineer presented the network plan for the new boutique hotel. 

• Different CISCO symbols were used to indicate the networking devices which will be used to 

build the hotel’s network. 

 

a) Identify each network device symbol shown in the table below. 

 
Table 1: CISCO Devices Symbols  

 Symbol Name  

Device 1 

 

________________________ 

Device 2 

 

________________________ 

Device 3 

 

________________________ 

Device 4 

  

________________________ 

                                                         (Source: https://vecta.io) 
(1) 

b) State the use of switch and repeater. 

 

Switch: __________________________________________________________________ 

_____________________________________________________________________ (0.5) 

Repeater: _________________________________________________________________ 

_____________________________________________________________________ (0.5) 
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c) Figure 1 displays some of the specifications of a Switch which will be used in the network 

setup of the new boutique hotel. 

 

 
Figure 1: Specifications for Switch 

(Source: https://dl.ubnt.com/ds/usw-24_ds.pdf) 

 

 

Outline the following specifications based on Figure 1. 

 

i. Number of Ports: _________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (1) 

ii. Power Source: ___________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (1) 

 

 

 

 

 

Please turn the page. 
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Question 4 K-8 (4 marks) 

  

• The managers and employees of the new boutique hotel will have different access rights and 

sharing permissions.  

• Hence, different local user accounts with different access rights will be created for each 

employee.  

 

a) List TWO different local user accounts, apart from the ‘guest’ account. 

 

Local User Account 1: ___________________________________________________ (0.5) 

Local User Account 2: ___________________________________________________ (0.5) 

 

b) Describe the purpose of the TWO local user accounts listed in Question 4 (a). 

 

Purpose of Local User Account 1: _______________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_____________________________________________________________________ (0.5) 

Purpose of Local User Account 2: _______________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_____________________________________________________________________ (0.5) 

 

c) Outline TWO advantages and TWO disadvantages of online user accounts. 

 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 
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_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (2) 

 

 

Question 5 K-10 (4 marks) 

 

While discussing the network setup with the director of ‘Travel Ease’, the network engineer 

mentioned the importance of securing the network from possible network threats. 

 

a) List FOUR network security threats, apart from botnet. 

 

Network Security Threat 1: ______________________________________________ (0.25) 

Network Security Threat 2: ______________________________________________ (0.25) 

Network Security Threat 3: ______________________________________________ (0.25) 

Network Security Threat 4: ______________________________________________ (0.25) 

 

b) State FOUR protection measures for a networked device, apart from sand boxing and 

backups. 

 

Protection Measure 1: __________________________________________________ (0.25) 

Protection Measure 2: __________________________________________________ (0.25) 

Protection Measure 3: __________________________________________________ (0.25) 

Protection Measure 4: __________________________________________________ (0.25) 

 

 

 

 

 

 

 

 

 

 

 

 

This question continues on next page. 
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c) The network of the new boutique hotel will be a combination of both wired and wireless 

connections.  

 

Outline FOUR protection measures for a wireless network, apart from updating the access 

point firmware. 

 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________ 

_________________________________________________________________________ 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________ 

_________________________________________________________________________ 

______________________________________________________________________ (2) 

 


